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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
3GPP TS 33.401.
3
Rationale

The basic principles on which the proposal of this contribution is based on are discussed in a companion contribution. The essence of the solution is based on the mechanism for idle mode mobility between 3G to 4G. The common patter for both directions is that the current security context in the source system is used to derive a mapped security context to be used in the target system. 
The proposed content does not directly map to the content under related clause 9.1 from TS 33.401 [1]. This is because the original content is too specific to 3G security. In addition, in the 5G case, we do not expect impact on MME. Further clarifications are given below as comments to the highlighted original content from TS 33.401 below.
3.2
Relevance of content on mobility from 4G to 3G
This subclause covers both the cases of idle mode mobility from E-UTRAN to UTRAN and of Idle Mode Signaling Reduction (ISR), as defined in TS 23.401 [2]. 

NOTE 1: TS 23.401 states conditions under which a valid P-TMSI or a P-TMSI that is mapped from a valid GUTI ("mapped GUTI") is inserted in the Information Element "old P-TMSI" in the Routing Area Update Request. It depends on the old P-TMSI which security context can be taken into use after completion of the Routing Area Update procedure.

Use of an existing UMTS security context

If the UE sends the RAU Request with the "old P-TMSI" Information Element including a valid P-TMSI it shall also include the KSI relating to this P-TMSI. This KSI is associated with the UMTS security context stored on the UE, and it indicates this fact to the SGSN. In this case the UE shall include P-TMSI signature into the RAU Request if a P-TMSI signature was assigned by the old SGSN. If the network does not have a valid security context for this KSI it shall run AKA. In case of an SGSN change keys from the old SGSN shall overwrite keys in the new SGSN if any.

NOTE 2: if the UE has a valid UMTS security context then this context is stored on the USIM according to TS 33.102 [4].

Mapping of EPS security context to UMTS security context

If the UE sends the RAU Request with the "old P-TMSI" Information Element including mapped GUTI it shall also include the KSI equal to the value of the eKSI associated with the current EPS security context (cf. clause 3). The UE shall include a truncated NAS-token, as defined in this clause further below, into the P-TMSI signature IE. The MME shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSI equal to the value of the eKSI associated with the current EPS security context to SGSN with Context Response/SGSN Context Response message. The MME and UE shall derive CK' and IK' from the KASME and the NAS uplink COUNT value corresponding to the truncated NAS-token received by the MME from SGSN as specified in clause A.13. Keys CK' and IK' and KSI sent from the MME shall replace all the UTRAN PS key parameters CK, IK, s KSI in the target SGSN if any. Keys CK' and IK' and the KSI shall replace all the currently stored UTRAN PS key parameters CK, IK, KSI values on both USIM and ME. The handling of STARTPS shall comply with the rules in 3GPP TS 25.331 [24]. The UE may set the STARTPS value to 0 if it is done before establishment of the RRC connection.
The ME shall use CK' and IK' to derive the GPRS Kc using the c3 function specified in 3GPP TS 33.102 [4]. The ME shall assign the eKSI value (associated with CK’ and IK’) to the GPRS CKSN. The ME shall update the USIM and ME with the new GPRS Kc and GPRS CKSN.

NOTE 3: The new derived security context (including CK’ and IK’) replacing the old stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in the subsequent connection set-ups , and also for avoiding that one KSI indicates to two different key sets and consequently leads to security context desynchronization.

NOTE 4: An operator concerned about the security of keys received from another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the run of an idle mode mobility procedure. An example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the completion of the idle mode mobility procedure. 

NOTE 5: Due to replacing all the UTRAN PS key parameters CK, IK, KSI with CK’, IK’ and eKSI on USIM and in ME, a new GPRS Kc needs to be derived from the new UTRAN PS key parameters CK and IK (i.e. CK’ and IK’), which is part of the new UMTS security context as well, as any old GPRS Kc stored on USIM and in ME belongs to an old UMTS security context and can no longer be taken into use.

SGSN shall include the allowed security algorithm and transfer them to RNC. An SMC shall be sent to the UE containing the selected algorithms. 

The 16 least significant bits available in the P-TMSI signature field  shall be filled with the truncated NAS-token according to 3GPP TS 23.003 [3].The truncated NAS-token is defined as the 16 least significant bits of the NAS-token.

The NAS-token is derived as specified in Annex A.9. The UE shall use the uplink NAS COUNT value that it would use in the next NAS message to calculate the NAS-token and increase the stored uplink NAS COUNT value by 1.

SGSN shall forward the P-TMSI signature including the truncated NAS token to the old MME, which compares the received bits of the truncated NAS-token with the corresponding bits of a NAS-token generated in the MME, for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME shall provide the needed information for the SGSN. Old MME shall respond with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall compare the received truncated NAS-token with the 16 least significant bits of NAS-tokens generated from the current NAS uplink COUNT value up to current NAS uplink COUNT value +L, i.e. the interval [current NAS uplink COUNT, current NAS uplink COUNT+L]. A suitable value for the parameter L can be configured by the network operator. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event. If the MME finds a match, it shall set the stored uplink NAS COUNT value as though it had successfully received an integrity protected NAS message with the uplink NAS COUNT value that created the match.

3.1
Relevance of content on mobility from 3G to 4G

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction, as defined in TS 23.401 [2]. 

The TAU Request and ATTACH Request message shall include the UE security capabilities. The MME shall store these UE security capabilities for future use. The MME shall not make use of any UE security capabilities received from the SGSN.

In this procedure, the START values shall be kept in the volatile memory of the ME, cf. also clause 6.8.11 of TS 33.102 [4].
NOTE 1:
TS 23.401 states conditions under which a valid GUTI or a GUTI that is mapped from a valid P-TMSI is inserted in the Information Element "old GUTI" in the Tracking Area Update Request. The value in the "old" GUTI IE informs the MME, which SGSN/MME to fetch the UE context from. 

Case 1: P-TMSI not included in "old GUTI" IE in TAU Request

This case is identical to that described in clause 7.2.7.

Case 2: Mapped P-TMSI included in "old GUTI" IE in TAU Request
The UE shall include in the TAU Request:

-
the KSI with corresponding P-TMSI and old RAI to point to the right source SGSN and key set there. This allows the UE and MME to generate the mapped EPS NAS security context, as described below, if current EPS NAS security context is not available in the UE and network. The KSI shall correspond to the set of keys most recently generated (either by a successful UMTS AKA run in UTRAN (which may or may not yet have been taken into use by the UE and SGSN) or a UMTS security context mapped from an EPS NAS security context during a previous visit in UTRAN).

-
a P-TMSI signature, if the UE was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE
-
a 32bit NONCEUE (see clause A.11 for requirements on the randomness of NONCEUE).

If the UE has a current EPS NAS security context, then it shall include the corresponding eKSI value and if it exists, the corresponding GUTI, in the TAU Request. If the UE includes the eKSI, but not the corresponding GUTI, the MME may treat the TAU request as if the EPS NAS security context did not exist. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the current EPS NAS security context algorithms to protect the TAU Request message. 

NOTE 2:
The current EPS NAS security context may be of type "mapped", and hence the value of the eKSI be of type "KSISGSN". This value of KSISGSN may be different from the KSI pointing to the set of keys most recently generated in UTRAN as an UMTS AKA run may have happened in UTRAN after the current mapped EPS NAS security context indicated by the eKSI with the value KSISGSN was generated

NOTE 3:
The UE has a current EPS NAS security context in the following scenario: a UE established a current EPS NAS security context during a previous visit to EPS, then moves to UTRAN/GERAN from E-UTRAN and storing the current EPS NAS security context. When the UE moves back to E-UTRAN there is a current EPS NAS security context.

If a current EPS NAS security context is not available in the UE, the UE shall send the TAU request unprotected. 

If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.

In case the TAU Request was protected and the MME has the indicated EPS NAS security context it shall verify the TAU Request message. If it is successful, the UE and the MME share a current EPS NAS security context. In case the TAU Request had the active flag set or the MME chooses to establish radio bearers when there is pending downlink UP data or pending downlink signalling, KeNB is calculated as described in clause 7.2.7.

If the MME wants to change the algorithms, the MME shall use a NAS security mode procedure (see clause 7.2.4.4).

If the MME does not have the EPS NAS security context indicated by the eKSI by the UE in the TAU request, or the TAU request was received unprotected, the MME shall create a new mapped EPS NAS security context (that shall become the current EPS NAS security context). In this case, the MME shall generate a 32bit NONCEMME (see clause A.10 for requirements on the randomness of NONCEMME). and use the received NONCEUE with the NONCEMME to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSI and P-TMSI in the TAU Request. See Annex A.11 for more information on how to derive the fresh K'ASME. The MME initiates a NAS Security mode command procedure with the UE as described in clause 7.2.4.4 including the KSISGSN, NONCEUE, and NONCEMME in the NAS Security mode command. The uplink and downlink NAS COUNT for mapped EPS NAS security context shall be set to start value (i.e., 0) when new mapped EPS NAS security context is created in UE and MME.

If the TAU Request had the active flag set or the MME chooses to establish radio bearers when there is pending downlink UP data or pending downlink signalling, the uplink NAS Count which is set to zero shall be used to derive the KeNB in MME and UE as specified in clause A.3. MME shall deliver the KeNB to the target eNB on the S1 interface. 

The TAU Accept shall be protected using the current EPS NAS security context.

4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: The referred clause is 9.X.1 is introduced in a companion contribution.
9.Y
Security handling in idle mode mobility

9.Y.1
General

The following rules shall apply for idle mode mobility between EPS and 5GS.
1. A native security context of the target system, e.g. established during an earlier visit, shall always take precedence over a mapped security context from the source system. For example, when moving from 4G to 5G, native EPS security context takes precedence over mapped EPS security context from 5G.
2. A mapped security context from the source system shall always take precedence over any pre-existing non-native security context of the target system, e.g. established during a previous inter-system handover. 
3. A pre-existing mapped non-native 
security context from the target system shall only be used when neither a native security context nor a mapped security context from the source system are available.

9.Y.2
TAU procedure for mobility from 5GS to EPS

During mobility from 5GS to EPS, the security handling described below shall apply whenever all the following preconditions hold.

Preconditions:

· The UE has neither a 4G-GUTI nor an associated native EPS NAS security context

· The UE has both a 5G-GUTI and an associated 5G NAS security context

The UE shall derive a mapped EPS security context as described in clause 9.X.1. The UE shall include the eKSI and the UE LTE security capabilities alongside the mapped 4G-GUTI in the TAU request message. The TAU request message shall only be integrity protected using the mapped EPS NAS security context. The UE shall increment the value of the NAS UL COUNT in the stored 5G security context since it has been used for the derivation of the mapped KASME.

Editor’s Note: The definition of the mapped EPS GUTI or 5G-GUTI is within the remit of SA2. The mechanisms in this clause assume the availability of a GUTI-like parameter that can fulfil the function of the EPS GUTI during idle mode mobility in 4G.

It is assumed that when the MME successfully identifies the source AMF based on the included EPS GUTI, the MME shall send an Identification Request message including the EPS GUTI and the received TAU request message to the AMF.

Editor’s Note: The above statement may need to be revisited once SA2 finalizes the idle mode mobility flows.

When the AMF receives an Identification Request, including an integrity protected TAU request message, and when the AMF successfully identifies the UE based on the included mapped EPS GUTI, the AMF shall retrieve the eKSI value from the received TAU request message. The AMF shall then use the eKSI value field to identify the 5G NAS security context that has been used by the UE for the derivation of an EPS NAS security context. Afterwards, the AMF shall derive a mapped EPS NAS security context from the identified 5G NAS security context as described in clause 9.X.1. 

The AMF shall verify the integrity of the included TAU request message using the derived mapped EPS NAS security context. The AMF shall provide the needed information to the MME only when the integrity verification of the received TAU request message succeeds. The security parameters transferred to the target MME shall only include the newly derived EPS NAS security context. In fact, the AMF shall never transfer 5G security parameters to an entity outside the 5G System. Since the NAS UL COUNT value is used in the KASME derivation, the AMF shall also increment the value of the NAS UL COUNT in the stored 5G security context. 
9.Y.3
Registration procedure for mobility from EPS to 5GS

During mobility from EPS to 5GS, the security handling described below shall apply whenever all the following preconditions hold.
Preconditions:

· The UE has neither a 5G-GUTI nor an associated native 5G NAS security context

· The UE has both a EPS GUTI and an associated EPS NAS security context
The UE shall derive a mapped 5G security context as described in clause 9.X.2. The UE shall include the ngKSI and the UE NR security capabilities alongside a NAS context transfer token, in the Registration Request message of type "mobility registration update ". The NAS context transfer token shall be formed as an integrity protected LTE TAU Request message that includes the eKSI of the current EPS security context. This will allow the source MME to verify the integrity of the NAS context transfer token (i.e., by verifying the NAS-MAC of the LTE TAU Request message) and transfer the UE context to the target AMF. The Registration Request message shall only be integrity protected using the mapped 5G security context. The UE shall increment the stored value of NAS UL COUNT in the EPS NAS security context since the value has been used in the derivation of the mapped KAMF.
Editor’s Note: The definition and usage of the 5G-GUTI parameters is within the remit of SA2. The mechanisms in this clause assume the availability of 5G-GUTI-like parameters that are to be included in the Registration Request, e.g. the EPS GUTI available at the UE or a mapped 5G-GUTI.

When the AMF successfully identifies the source MME, the AMF shall include the NAS context transfer token alongside any other needed information in the Identity Request towards the MME. If the AMF receives an Identity Response with the UE EPS MM Context then the AMF shall use the ngKSI to identify the EPS security context used for the derivation of a 5G security context. The AMF shall then derive a mapped 5G security context as described in clause 9.X.2. The AMF shall verify the integrity of the Registration Request message using the resulting 5G security context. 

Editor’s Note: It is FFS how the UE integrity protects the Registration Request and how the AMF verifies the integrity of the Registration Request message.
***
END OF CHANGES
***
�Not relevant for now and could be revisited later depending on SA2’s progress.


�Too specific to 3G security parameters


�This is not relevant for 5G since we are assuming no MME impact


�Too specific to SGSN. This text has been simplified and rearranged in different paragraphs following the preconditions, each paragraph lists actions for one specific entity, i.e. UE, AMF or MME.


�Too specific to 3G security


�Not clear how relevant since we assume no MME impact.


�Not relevant


�The handling following context transfer are the same as for mobility within a 4G System so this not relevant in this context.


�Not relevant


�Handling of integrity protection is FFS


�Not relevant until race condition/error case scenario clear in context of 5G to 4G mobility


�First paragraph not relevant. The principle in the second one still applies and has been included. The UE always includes it is system-specific security capabilities in the Registration/TAU message.


�Not relevant


�Too specific to interworking with SGSN and not relevant since we are assuming no MME impact.


�Already captured in the precedence rules of clause 9.Y.1


��Already captured in the precedence rules of clause 9.Y.1


Not clear whether a mobility example to justify the need is required.


�Covered by the general precedence rules and the preconditions


�Not relevant since too specific to SGSN. Principle is the same and is re-used. The equivalent to the signature now is the NAS token


�Not needed since this cover the case where the UE and MME share a current security context. No interworking here


�Principle re-used but should be captured in other clauses on NAS security establishment


�Not relevant since too specific to interworking with SGSN


�Not relevant in this clause and should be covered in active mobility clause. The same mechanism for AN key derivation should apply. Depends also on SA2 progress on idle mobility.


�Covered. In the new text, it should be better clarified when the security context becomes current and in such case all subsequent NAS messages shall be automatically protected by the current security context.


�Will remove this






